Article
1.1

Article
2.1

2.2

2.3

2.4

Article
3.1

3.2

ZEN Software Processor Agreement

1: Applicability

The use the services of ZEN Software pursuant to the Agile Analytics agreement (the
“Agile Analytics Agreement”), may constitute the processing of personal data within
the meaning of Article 4.2 of the General Data Protection Regulation (“GDPR”). To
the extent that you process personal data by using the services pursuant to the

Agile Analytics Agreement and such processing'is governed by the scope of the
GDPR, the provisions of the present processor agreement (the “Agreement”) will
apply.

2: Scope and Purposes

ZEN Software (the “Processor”) undertakes to process personal data on your
instructions subject to the provisions of this Agreement. You will hereinafter be
referred to as the “Controller”.

The Controller instructs to process all categories of personal data and data
subjects, to the extent processed by the Controller through the services of the
Processor.

The Processorwill process personal data solely for purposes of the Processor's
storage on the Processor's servers or those of third parties engaged by the
Processor, and to provide a dashboarding service to the Controller. The Processor
will not process the personal data for any purpose other than those established by
the Controller. The Controller will notify the Processor of the purposes of
processing to the extent not already stated in this Agreement.

The personal data to be processed on the instructions of the Controller will remain
the property of the Controller and/or the relevant data subjects.

3: General Obligations

The Processor will be responsible only for the processing of the personal data
subject to this Agreement, in accordance with the instructions of the Controller and
subject to the express ultimate responsibility of the Controller. In no event will the
Processor be responsible for any other processing of personal data, in any event
including but not limited to the collection of the personal data by the Controller,
processing for any purposes other than those communicated by the Controller to
the Processor, processing by any third parties and/or for any other purposes.

The Controller warrants that the contents and the use of, and the instruction to
process, the personal data as referred to in this Agreement are not unlawful and do
not infringe any rights of third parties, including the data subjects. The Controller
will indemnify the Processor against any claims brought by third parties, including
authorities, as a result of breach of this obligation.
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In respect of the processing referred to in article 2, the Processor will ensure
compliance with the applicable laws and regulations, in particular the GDPR.

The Processor's obligations as ensuing from this Agreement will also extend to
those processing personal data under the authority of the Processor, including but
not limited to employees, in the broadest sense.

To the extent within its power, the Processor will lend its assistance to the
Controller for purposes of implementation of DPIAs within the meaning of Article 35
GDPR.

5: Engaging Third Parties or Subcontractors

For purposes of this Agreement, the Processor may engage sub-processors, by
having the personal data processed by the Controller for purposes of use of the
services stored on third-party servers.

Appendix 1 contains a list of sub-processors approved by the Controller. If the
Processor wishes to use other sub-processors, the Processor will notify the
Controller by email prior to the assignment of the sub-processors and take
measures to ensure the same data protection obligations as set out in this
Agreement shall be imposed on those sub-processors. If the Controller objects to
the assignment by the Processor of the relevant sub-processors(s), the Controller
will inform the Processor of this in writing or by e-mail within 2 weeks after it has
been notified by the Controller, in which case both the Processor and the Controller
will be authorized to terminate the Agile Analytics Agreement as of the date on
which the sub-processor will commence its work for the Processor, without any
obligation to.compensates costs.or damages.

The Processor will ensure that such third parties undertake in writing at least the
same obligations as agreed between the Controller and the Processor.

The Processor warrants proper compliance with the obligations under this
Agreement by any such third parties and, in the event of errors by such third
parties, will be liable for any and all damage as if it had committed such error or
errors itself, the Processor's liability being limited to that provided for in article 12
of this Agreement.

6: Security

The Processor will endeavor to take the appropriate technical and organizational
measures, as described in Appendix 2, to protect the personal data to be processed
against loss or any form of unlawful processing (such as unauthorized access,
impairment, modification or disclosure of the personal data).

The Parties establish that the security measures referred to in Article 6.1, are
deemed appropriate technical and organizational measures to ensure a level of
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security appropriate to the risk. The Processor does not guarantee that the security
is effective under all circumstances. The Processor does guarantee that the agreed
measures have been taken.

The Controller will make personal data available to the Processor for processing
only if it has ascertained that the required security measures have been taken. The
Controller will be responsible for compliance with the measures agreed between the
Parties.

7: Notification of Security Incident of Data Leak

In order to enable the Controller to perform its obligations under Articles 33 and 34

GDPR, the Processor will notify the Controller of any security incident or any data

leak promptly upon discovery. A security incident will be understood as any breach

of security within the meaning of-article 6 of this Agreement. A data leak will be
understood as any personal data breach within the meaning of Article 4.12 GDPR.

The Controller will be responsible for notification of the supervisory authority

and/or any data subjects in the event of any data leak within the meaning of

Articles 33 and 34 GDPR.

The notification by the Processor as referred to in article 7.1 will in any event

include, to the extent applicable:

- the nature of the personal data breach, where possible stating the categories
of data subjects and personal data involved and an estimate of the number
of data subjects and personal data records involved;

- the name and contact details of the data protection officer or another
contact for more information;

- the likely consequences of the personal data breach;

- the measures proposed or taken by the Processor in order to address the
personal data breach, including, if the situation arises, the measures to
mitigate any adverse effects thereof.

The Processor will document any data leaks in accordance with Article 33.5

comprising the facts relating to the personal data breach, its effects and the

remedial action taken. The Processor will give the Controller access to such
documentation on request.

8: Handling requests from data subjects

In the event that a data subject submits a request to exercise their statutory rights
(within the meaning of Articles 15 to 22 inclusive of the GDPR) to the Processor, the
Processor may handle the request from the data subject itself subject to notification
of the Controller of such handling.
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The Processor may, however, pass on any costs of handling the request to the
Controller, after the Processor has forwarded a quotation for this to the Controller
and the Controller has approved this quotation.

9: Monitoring compliance with security requirements

The Controller will have the right to instruct a third party, subject to a
confidentiality obligation, to conduct audits in respect of compliance with the
security requirements and any related matters.

Such audits may be conducted at the request.of the Controller once per year, as well
as in the event of suspected abuse of personal data. An audit will be conducted only
after scheduling an appointment with the Processor, the Controller determining the
desired scope of the audit in as concrete terms as possible, as the Processor must
determine in advance whether the audit may disrupt any systems or services.

The Processor will lend its cooperation in the audit and provide all such
information, including supporting data, such as system logs, and resources, as may
be reasonably relevant to the audit as soon as possible.

The findings of the audit conducted will be reviewed by the Processor and may, at
the Processor's discretion and in.such a manner as the Processor may determine, be
implemented by the Processor.

The costs of the audit will be payable by the Controller, unless the Processor is in
material breach of its obligations under this Agreement.

10: Confidentiality

Any and all personal data received by the Processor from the Controller and/or
collected by the Processor itself for purposes of this Agreement must be kept
confidential vis—a-vis third parties. The Processor will not use such information for
any purposes other than the purpose for which it was obtained.

This confidentiality obligation will not apply to the extent that the Controller has
granted its express consent to disclosure of the information to third parties, if
disclosure of the information to third parties is logically necessary given the nature
of the instruction given and performance of this Agreement, or in the event of a
statutory duty to disclose the information to third parties.

11: Term and termination

This Agreement will continue in effect for the term of the Agile Analytics Agreement
and, in the absence thereof, or in the event that, for any reason whatsoever, the
processing should continue after termination of the Agile Analytics Agreement, in
any event for the duration of the partnership.
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Upon termination of the Agreement, for any reason and in any manner whatsoever,
the Processor will erase any and all personal data in its possession, unless storage
is required pursuant to Union or Member State law.

12: Liability and indemnification

Any liability of the Processor due to an attributable shortcoming under this
Agreement or an unlawful act or otherwise, will be limited to 5 (five) times the
amount owed by the Controller under the Agile Analytics Agreement in respect of
fees for one year, with a maximum of EUR 2.500,--.

If the Processor is liable towards the Controller and if the damage suffered by the
Controller consists of, or is the result of a penalty. imposed by a data protection
supervisory authority which is collected from the Controller as a result of the
Processor failing to comply with this Agreement, the Processor’s liability is, in
derogation from the provisions of Article 12.1, limited to an amount of EUR 5.000,-
-. This also applies to any obligation to contribute in accordance with the provisions
of Book 6, Title 2, Section 2 of the Dutch Civil'Code Article 82, paragraph 5 of the
DGPR or any other statutory. provision, in the event that the Processor and the
Controller are jointly and severally liable for such a penalty pursuant to the GDPR.

In no event will the Processor be liable to compensate any indirect and/or
consequential damage suffered by the Controller. Indirect and/or consequential
loss will‘include, but will not be limited to, all and any damage or loss that is the
result of any.loss of profits, loss of savings, reputational damage or loss of
goodwill, damage due to interruption of the business of the Controller or due to
loss or temporary non-availability of data, and damages resulting from claims of
any third party on the Controller.

The Processor is.never liable for damage that is the result of defects caused by third
parties or malfunctions in software, hardware or networks, insofar as such a defect
was not known to the Processor at the time of the occurrence of the damage and
the Processor has taken all measures it should have taken based the GDPR and
article 6 of this Agreement.

Any exclusion and limitation of liability in shall not apply if and insofar as the
damage is the result of intent and/or gross negligence of the Processor.

Unless compliance by the Processor is permanently impossible, the liability of the
Processor for an imputable failure to comply with the Agreement is subject to the
Controller giving the Processor immediate and written notice of default, specifying a
reasonable period - given the nature of the failure - to remedy the failure and the
Processor continuing to imputably fail in the fulfiiment of his obligations after that
term. In order to allow the Processor to respond effectively, the notice of default
must contain a description of the failure that is as accurate and detailed as possible.



ZEN Software Processor Agreement

Article
13.1

Article
14.1

14.2

13: Transfer of personal data

The Processor may process the personal data in countries within the European
Union. In addition, the Processor may also transfer the personal data to a country
outside the European Union for purposes of proper performance of the service or
services pursuant to the Agile Analytics Agreement, provided that this is permitted
by the GDPR.

14: Applicable law and dispute resolution

The Agreement and its performance will be governed by the laws of the
Netherlands.

Any disputes that may arise between the Parties in connection with the Agreement
will be submitted exclusively to the court that has jurisdiction pursuant to the Agile
Analytics Agreement and the applicable general conditions.
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Appendix 1 Description of Personal Data, data subjects, data processing purposes, sub-
processors and contact details

The nature and purpose of the processing of personal data

The nature of the processing for which the processor is involved is:

e Hosting of the personal data en-servers

e Providing a dashboarding service, entailing (some) of the personal data

The purposes of such processing and the purposes that are reasonably attached to it or

that are stipulated with further permission are:

e Hosting of the personal data en-servers

e Providing a dashboarding service, entailing (some) of the personal data

Data subjects

e Contact persons of Controller with whom Processor cooperates in the process of

carryingout its projects.,

Personal-data

e Names,

e . Addresses

e Phene numbers,

e E-maibaddresses

e Contact'notes

e Pictures,

Approved sub-processors

o Google Cloud-Platferm-[none

Contact details
Client as Controller:

Function:
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Name:
E-mail address:

Phone number:

ZEN Software as Processor:
Function:

Name:

E-mail address:

Phone number:
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Appendix 2 Technical and organizational security measures
Description of the technical and organizational security measures taken by the Processor in

accordance with article 6:

- Access control through passwords and Multi Factor Authentication (MFA);

- No password stored inside ZEN owned services;

- 2-factor authentication for both ZEN Internal services and Solution
provided to clients;

- Encryption of sensitive data;

- Secure Logging facilities;

- Organizational measures for access control;

- Transport Layer Security (TLS) connections;

- Secure internal network;

- Personal data is irreversibly destroyed after retention period has passed
in accordance with industry standards;

- For certain services, the possibility of a replica at extra costs.



